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Page 2 – Project Description 

Scientific Excellence 
(500 words) 

Demand for digital forensics (DF) has grown in parallel with the 
increased use of digital devices, such as ‘smart’ mobile phones, 
over the past 20 years. At the same time, there has been a 
decline in the demand for traditional forensic science such as 
DNA and fingerprints (Home Office, 2016).   The Forensic 
Science Regulator’s Codes of Practice define DF as “the process 
by which information is extracted from data storage media, 
rendered into a useable form, processed and interpreted for the 
purpose of obtaining intelligence for use in investigations, or 
evidence for use in criminal proceedings” (Forensic Science 
Regulator, 2015: 3).   Specifically, DF involves the extraction, 
analysis and interpretation of information (such as photographs, 
videos or GPS data) from any digital equipment such as 
smartphones, tablets, computers, satellite navigations systems, 
gaming consoles and smart TVs.  The average British household 
now owns 7.4 digital enabled devices and it is not unusual for 
police to recover several devices as part of a single investigation 
(Home Office, 2016:8). This proliferation of devices means that 
digital forensics is an increasingly common feature of criminal 
investigations.  This is particularly so in the case of major crime1  
investigations, where significant resources are deployed to 
gather and analyse digital devices.   
 
A detailed understanding of the role of DF in the detection of 
crime and the prosecution of suspects is an important 
undertaking not least to ensure its adequate provision and 
efficient delivery, and to ensure that DF are being used in ways 
that are ethically acceptable and protective of civil liberties.   
The recent disclosure ‘crisis’ within the criminal justice system 
in England and Wales highlights just some of the challenges of 
the growth of digital data and its uses by police during major 
crime investigations.  It is now clear that detectives are failing 
to disclose to the defence crucial digital evidence.  Little is 

                                           
1 “Major crime can be defined as any crime requiring the appointment of a Senior Investigating Officer 

and the deployment of specialist resources. This will include not only homicide, attempted homicide and 

manslaughter but also may potentially encompass sexual assaults and other serious offences.” (HMIC, 

2009:6) 
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known about the causes of these breaches though Police 
chiefs have pointed to the unmanageable quantity of materials 
and/or ‘cultural problem’ within the Police with disclosure2.  
Revised guidance on how to apply the disclosure regime was 
issued at the end of March 2018 in order to try to tackle what 
the CPS concede is a “systemic” problem.3 
 
 
To date, most social science scholarship has concentrated on 
the forensic uses of DNA and their societal and ethical issues 
and other forensic fields have received little analytical scrutiny. 
To address this gap, an original, ethnographic examination of 
the use of DF in major crime investigation and prosecution is 
proposed.  This research will fill a significant void in knowledge 
by examining how a diverse range of DF technologies are 
brought together and used in individual cases to direct or 
support investigative actions and the challenges that this 
presents. 
 

Aim (400 words) 
 

Aims & Research Questions 
 
The aim is to build upon Brookman’s research by exploring how 
DF knowledge and practice contributes to the detection and/or 
prosecution of major crime in England and Wales.  The 
objectives are: 
 
1. To map out how information, intelligence and evidence are 
generated from DF within major crime investigations 
2.  To analyse the trajectory of DF information from its initial 
collection through to its use in the courtroom 
3. To consider how the overlap between DF and traditional 
forensics is dealt with  
4. To unravel problems, sticking points, dilemmas and 
concerns in the use of DF  

                                           
2 www.telegraph.co.uk/news/2018/02/27/third-lawyers-believe-disclosure-problems-have-led-

miscarriages/); https://www.theguardian.com/law/2018/jan/24/more-than-900-criminal-cases-collapse-
undisclosed-evidence-cps-police 
3  ww.cps.gov.uk/legal-guidance/disclosure-attorney-generals-guidelines 

http://www.telegraph.co.uk/news/2018/02/27/third-lawyers-believe-disclosure-problems-have-led-miscarriages/
http://www.telegraph.co.uk/news/2018/02/27/third-lawyers-believe-disclosure-problems-have-led-miscarriages/
https://www.theguardian.com/law/2018/jan/24/more-than-900-criminal-cases-collapse-undisclosed-evidence-cps-police
https://www.theguardian.com/law/2018/jan/24/more-than-900-criminal-cases-collapse-undisclosed-evidence-cps-police
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5.  To examine the impacts (positive, unintended and/or 
negative) of the different uses of DF on cases 
6.  To gather a detailed understanding of the priorities, 
concerns and expectations of DF among key players (e.g. 
police, scientist and barristers) and stakeholders (e.g. Forensic 
Science Regulator) 
7.  To examine the extent of compliance of police and other 
providers of DF with DF regulation, and the implications of 
non-compliance 
8.  To chart how organisational frameworks and regulations as 
well as occupational cultures shape inter- and intra-
professional working. 
 
Methodology and innovations 
 
Major crime investigation can be viewed as ‘sense-making’, 
collaborative work (Brodeur, 2010) undertaken by actors within 
distinct organizational or knowledge cultures  (Shorrick and 
Williams, 2016). To document and unravel this, we envision that 
the following methods will be used: 
(i) A review of practitioner texts, guidelines, protocols and 
official sources relating to DF will be examined to contextualise 
the analysis nationally and internationally.   
(ii) Formal, in-depth interviews with members of digital teams 
with various specialisms (e.g. technicians, mobile phone 
examiners, computer investigators, CCTV ‘super-recognisers’), 
managers, police and senior investigating officers as well as 
prosecution and defence barristers.  
(iii) Ethnographic observation of, and informal interviews, with 
key actors involved in, ‘live’ on-going major crime 
investigations at various police forces.   
 
The research will adhere to the ethical principles set out by the 
British Society of Criminology and require the approval of USW 
Research Ethics Committee. 
 
It may be possible to undertake a comparative study to 
consider an additional jurisdiction as well as England and 
Wales.  There is also scope for the study to focus primarily on 
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investigation or prosecution/criminal proceedings relating to 
major crime.   

Strategic Relevance 
(300 words) 

Forensic science is a continuously changing domain of scientific 
and organisational practice as exemplified by the recent 
‘explosion’ of digital forensics.  There are on-going debates 
about scientific standards (Forensic Science Regulator, 2018) 
including international standards (Wilson-Wilde, 2018), 
contestable assertions of utility (Human Genetics Commission, 
2009), and varying models for the effective and cost effective 
provision of services to the police (Maguire et al., 2012). In 
addition to these universal concerns are recent and on-going 
discussions of the nature of digital forensic provision in England 
and Wales and concerns raised by the Forensic Science 
Regulator that few police forces have been properly accredited 
in their use of DF (Tully, 2018).  The proposed research will 
produce insights and evidence to policy makers and 
practitioners concerned to manage the risks to justice – and to 
individual victims and suspects - posed by many of these 
mutually reinforcing contingencies.  
 

Interdisciplinarity and 
fit with DTA3 

The project is naturally interdisciplinary drawing upon a series 
of interconnected disciplines most notably criminology, 
forensic science, sociology, law, and policing.  
 
The project has international relevance (1) for the role of DF in 
the detection of crime and the prosecution in all adversarial 
jurisdictions and (2) in contributing to the debate on 
international standards in forensic science (Wilson-Wilde, 
2018).  
 
The project will enable the development of an independent 
researchers with interdisciplinary and inter-sectoral skills, 
experience and connections in policing, forensic science and 
related sectors, developed through the collaborative work 
described below, namely through having an industrial 
supervisor, placement opportunity and regular contact through 
the presentation of ongoing research findings. 
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In combination, this will develop a researcher ready for 
industrial employment in the European and UK priority 
challenge areas of social policy. 

Industrial Relevance 
(300 words) 
Detail external 
placement 
opportunities or 
collaborations 
available as part of 
the project 

We will collaborate with the UK Police Service in the following 
ways: 

1. They will provide a supervisor. Regarding how the 
supervisory team will ‘work’ in practice, the Code of 
Practice for Research Supervisors 20184 explains the 
internal supervisor’s roles, but not that of the external 
supervisor. We would envisage their role being to: 
 provide specialist expertise that might not 

otherwise be available on, for example, access, 
internal police processes, police priorities and 
contemporary challenges of digital data for police 

 help the student to interact with others working in 
their field and useful police contacts 

 provide feedback on the student’s work 
 meet with the student and internal supervisors 

according to an agreed schedule (on average once 
per month) 

 keep up to date with the appropriate skills and 
knowledge required to perform the supervisory role 
satisfactorily (which could include attending internal 
training). 

 
2. The UK Police Service will provide a placement 

opportunity for the student at one or more of their 
specialist digital hubs.  It will provide an excellent 
opportunity for the doctoral student to meet officers 
directly involved in extracting and analysing digital data 
in relation to major crime and to understand the 
processes and practices involved.  It will organise the 
appropriate vetting of the student to allow him or her 
to have fuller access to the organization than would 
usually be permitted.   

 
3.  The student (sometimes accompanied by one or both 

supervisors) will provide quarterly research updates on 
                                           
4 http://gro.southwales.ac.uk/media/files/documents/2018-12-05/2018_CoP_for_supervisors.pdf 
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the progress of the research and in particular any 
learning that might be of relevance to the Force and 
partners.  These updates may be dovetailed into 
existing meetings (e.g. Force Tasking Meetings and 
Forensic Oversight Board Meetings). 
 

 
Economic and 
Societal Impact (300 
words) 

The broad backdrop to the research is (i) the closure of the 
Forensic Science Service and the marketization of forensic 
science services and the realisation that police services across 
Britain have responded in different ways to these changes (and 
the associated advancement in the accreditation of digital 
forensic service providers) (ii) austerity and continuing cuts to 
forensic science; (iii) tighter timeframes for presenting 
homicide cases at court and (iv) the recent disclosure crisis. The 
research will provide insights that can inform how to deal with 
these challenges.  
 
The project will also be able to contribute to debate and policy 
in relation to:   
 

 The efficient and economic use and management of 
digital (scientific) evidence 

 The ethical use of digital (scientific) evidence 
 Achieving an appropriate balance between controlling 

crime and respecting individuals’ civil liberties (relevant 
specifically to the criminal justice system, and society 
generally)  

 
The research will benefit the key participants (police, digital 
experts and barristers) by providing an improved understanding 
and appreciation of each other’s cultures, working practices and 
priorities. Such mutual appreciations may help to resolve some 
of the tensions and ambiguities that mis-trust issues that have 
traditionally surrounded these collaborative endeavours (of 
note, a lack of trust pervades relationships between commercial 
providers and police, Tully, 2018). 
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Such a study is important for a CJS, and society generally, to 
ensure that the police and prosecution have the appropriate 
powers, processes,  practices and tools to tackle crime, while, at 
the same time, those accused of crime are treated fairly and 
according to due process.  
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Specific Admission 
Requirements 
Detail any subject 
specific degree 
qualifications or 
disciplines, relevant 
skills, experience 

The successful candidate would need to hold a first class or 
strong upper second class degree in criminology, sociology, 
law, forensic sciences or a closely allied social science 
discipline.  Ideally the candidate would also hold a Master’s 
degree (with distinction or merit) in one of the aforementioned 
disciplines.   
 
Experience of working successfully with police or other 
professional practitioners within the criminal justice system will 
be advantageous.  The successful candidate would need to 
demonstrate excellent communication skills.   
 

Minimum IELTS score 7.5 (Minimum 7.0 per component) 
 

 

 

 


